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Every so often you walk into a site and realise the wireless problems aren’t caused by bad
coverage or misconfigured radios, they’re rooted in security.

Not the kind of security that shows up on a penetration test, but the slow erosion of standards that
happens when a network grows, changes hands and gets patched together over the years.

| had exactly that situation on a recent project at a large operational site that combined
warehousing, offices and a steady mix of corporate devices, handhelds, scanners and contractors.

On the surface, the Wi-Fi “worked.”


https://techblog.jcditservices.com/uploads/images/gallery/2025-11/28-nov-2025.png
https://www.linkedin.com/pulse/when-wireless-security-falls-behind-real-world-look-wlan-de-oliveira-vbuoe
https://www.linkedin.com/pulse/when-wireless-security-falls-behind-real-world-look-wlan-de-oliveira-vbuoe

People could connect, staff could move around and visitors could get online.

But underneath, it was a house of cards.

Where it all started to go wrong

The network had evolved every time someone needed “one more SSID,” “one more device added,”
or a shortcut to get a contractor online.

By the time | arrived, the symptoms were familiar:

Shared PSKs floating around the building

Guest traffic bleeding into places it shouldn’t
Zero visibility of who or what was on the network
Scanners and handhelds behaving unpredictably
Corporate laptops still using legacy authentication

No single change broke the system.

It was death by a thousand cuts.

Step one: Strip it back to fundamentals

Security problems aren’t solved by bolting on more features.
You fix them by tightening the foundation.

The first thing | did was map the environment and segment the wireless requirements properly -
corporate devices, BYOD, guests, IoT and operational equipment all needed their own lanes.

The goal was simple: Only trusted devices should reach corporate resources and
everything else should be isolated, contained, or authenticated properly.

Bringing order back with proper
onboarding

One of the biggest wins was replacing the shared PSKs with proper onboarding workflows. Using a
certificate-driven approach for corporate laptops instantly closed a huge gap.

It meant:

e Devices authenticate based on identity, not passwords



e Certificates can be revoked
e Rogue or unmanaged devices are shut out automatically

For BYOD and contractor devices, | implemented Dynamic Pre-Shared Keys (DPSK).
Each device gets a unique key that can be removed without touching the rest of the fleet.
It's clean, controlled and doesn’t break the user experience.

Guest access was moved to a tightly scoped, time-limited workflow that kept all traffic away from
internal networks.

No more “mystery phones” sitting on production VLANSs.

Securing the air, not just the
authentication

Once onboarding was fixed, | tightened the RF-side security:

Management Frame Protection to stop deauth/disassociation attacks
WIPS to detect rogue APs and spoofed SSIDs

Client isolation on guest networks

Application control to stop recreational traffic drowning critical flows
Rate limiting on the SSID where appropriate

This turned the Wi-Fi from a wide-open broadcast domain into a structured, policed environment.

Trust, but verify - validation matters

After deploying the changes, | validated everything using my set of surveying tools.

This wasn’t just a coverage check - | needed to confirm the security policies were actually being
enforced:

Certificate-based authentication working across Windows, macQS, i0S
Guests landing in the correct isolated VLANs

DPSKs correctly tied to individual devices

Rogue AP detection behaving as expected

Traffic staying strictly within its assigned segments

The workflow records and connection logs proved the whole system behaved exactly as intended.



What this project reinforced

Security and Wi-Fi design are inseparable.

A network can have perfect coverage, great SNR and still be wide open to risk if the authentication
and segmentation aren’t right.

This job reminded me of a few simple truths:

o A well-designed wireless network starts with identity, not signal strength
Certificates and DPSKs strike the balance between security and usability
Guest networks should be isolated by default and never trusted

WIPS and MFP matter far more today than they did a few years ago

Good security is something you validate in the field, not assume in the controller

And most importantly, wireless security is not a one-time task.

It needs monitoring, adjustment and an understanding that networks evolve as quickly as the
devices they support.

Final Thoughts

This wasn’t the largest environment I've worked on, but it was one of the clearest examples of how
wireless security can quietly fall behind while everything else keeps moving.

Fixing it wasn’t about blindly throwing features at the problem.

It was about rebuilding trust in the network through proper onboarding, segmentation and RF
security.

When it all came together, the improvement was immediate.

Users had a smoother experience, devices behaved consistently and the organisation finally had
visibility and control over who was on their network.

If you're responsible for a wireless environment that has grown over time, this is the sign to take a
step back and ask the hard question:

“Do we truly know who and what is on our Wi-Fi?”

If the answer is “not really,” it's time to tighten the foundation.
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